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What Are Cookies?

Small bits of data that a website stores on your
device to remember information about your visit.
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Why Are Cookies
Used?

e The Internet and websites as we know

them could not function without cookies.
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Why Are Cookies
Used?

e The Internet and websites as we know
them could not function without cookies.

e Cookies were primarily designed for user
convenience and personalization.

e Cookies can be used to track your
behavior across the web, often without

consent
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Why Wasn't | Invited to
the Cookie Party?

First-Party Cookies:
The website you visit directly sets these cookies

through a request header or JavaScript.

Third-Party Cookies:

These are set by third-party services embedded in

the website.
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How are Cookies Classified by Legislation?

e By Purpose:

o Strictly Necessary: Essential for the use of a website (e.g. payment process)

o Functional: remember optional choices (e.g dark/light mode, search filter
preferences)

o Performance: Page load speeds, Digital Analytics

o Targeting: Targeted adverts
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How are Cookies Classified by Browsers?

e By Origin: What set the cookie?

e By Lifespan: Session or Persistent often referred to as the duration of

a cookie.
e By Domain: Refers to the specific domain for which a web cookie is

valid and accessible.
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How Do Browsers Treat Cookies?

ObservePoint

EDGE

Web Browser Market Share Max Expiration 1st Party Cookies 3rd Party Cookies
65-70% 400 days Supported Allowed by default

18-20% Zg;e”“a”y 7days/l | o pported Blocked by default

,‘ Microsoft Edge 5-7% 400 days Supported Allowed by default
U Firefox 3-5% 400 days Supported Blocked by default
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How Do Browsers Treat Cookies?

ObservePoint

EDGE

Web Browser Market Share Max Expiration 1st Party Cookies 3rd Party Cookies
; q Google Chrome 65-70% 400 days Supported Allowed by default
/ Apple Safari 18-20% S;’;e”“a”y 7RI Supported Blocked by default
" Microsoft Edge 5-7% 400 days Supported Allowed by default

U Firefox 3-5% 400 days Supported Blocked by default
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observepoint.com?utm_source=email
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What Challenges
Arise Because of Cookies?

e Browser Behavior: browsers treat cookies differently,

making management complex.

e Data Misuse: Data can be sold or used invasively,

especially in aggressive targeted advertising.
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How Target Figured Out A Teen
Girl Was Pregnant Before Her
,_‘(ﬁ:’ British Alrways © Father Did

ASHLEY MADISON?®

Life is short. Have an affair.®

We are investigating the theft of customer Kashmiz HIll Forime
data from our website and our mobile app, as
a matter of urgency. For more information,
please click the following link
(© This article is more than 10 years old.

Every time you go shopping, you share

intimate details about your

consumption patterns with retailers.

And smaner afthanagntailavs ara

Timeline of Events

2013 2014 2015 2016

e T e TARGET

&

Cambridge

Analvtica
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What Challenges Arise Because of
Privacy Legislation?

e Regulatory Compliance: Laws like GDPR require explicit
consent for certain cookies, adding complexity and cost to

compliance efforts.

e Geographic differences: Laws differ between countries
(even within GDPR)

e Advertising Stakeholders: Disruption to existing business

models
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You're in control

At The Sun, we use cookies to give you the best possible
personalised experience when using our products and services.

Pay for non-personalised ads Consent to personalised ads

By choosing this option you will see ads across our Choose this option to continue browsing free of charge
products, but they will no longer be personalised. and enjoy the full reading experience on The Sun.
Notes. this will not be linked to other The Sun

accounts.

Pay for non-personalised ads Accept personalised ads

Details can be found under “Privacy Policy™ at the botiom of the page.

Already a Pay to Reject user? Log_in here
To change all cookie settings click here
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Unapproved
Cookies

e Why does it matter?
e Who cares?
o Alert Recipients

e |nvestigate in ObservePoint

UNAPPROVED COOKIE
FOUND
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How Can ObservePoint Help?

OP+ G5 = o
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ObservePoint
Toolkit

e CMP Completeness

e Tags and Cookies checked
e Cookie Provenance

e Alerts for Unauthorised

Cookies
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Cookie Inventory & Initiators

e Isitlst or 3rd Party?

Unique Cookies 1st Party 3rd Party Non-Secure SameSite Empty
Pages Scanned 64 40 24 29 22
al 2 120 7 Noch gl s A
PY W h iC h d oma i ns are setti n g CcCOO ki es? 100 o el e ey e b R
Cookies €@
. . . o
e Which file or JavaScript function
COOKIE NAME DOMAIN INITIATOR(S) PARTY PARTITION KEY DURATION SAMESITE SECURE HTTPONLY
> _mkto_trk observepoint.c... 14 1st = 400d false false
created the cookie? S menntecom d - o s e
> _cfuvid zoominfo.com 1@ 3rd = Session None true true
PY Is t h e re a re I ated ta g '7 > _fop observepoint.c... 10f 1st = 90d Lax false false
H
> ga observepoint.c... L | 1st - 400d false false
? > _ga_BQXIXES]... observepoint.c... 14 1st = 400d false false
e Who was the tag vendor~
> _gdau observepoint.c... 2O 1st — 90d false false
>  _uetsid observepoint.c... 2 1st — 1d - false false

e Which Alerts should | set?
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Alerts

e Cookie Duration over 13 Months

e New Cookie Found

e # of Unapproved Cookies >0

e New Cookie from Tag Vendor:
Facebook

e New Cookie from Tag Category:
Session Recorder

e New 3rd Party Cookie

e CMP Presence

e Analytics Presence

OP

=]

A 8 0 0

®

»

Triggered Alerts ®

For most recent runs only

QSearch By Alert

RECENTLY TRIGGERED

09/18/2024
09/18/2024
09/18/2024
09/18/2024
09/18/2024
09/18/2024
09/18/2024
09/18/2024

09/18/2024

I Filters v Run Date Range: Last 60 Days v

Triggered Alerts

17 of 32 =

ALERT NAME 1

JavaScript File Changes - File Size Changes

Pages - Average Page Load Time

Privacy Cookies - Pages with Unapproved Cookies
Privacy Cookies - Unapproved Cookies

Privacy Cookies - Unapproved Cookies

Privacy Tags - Pages with Unapproved Tags
Privacy Tags - Pages with Unapproved Tags
Privacy Tags - Pages with Unapproved Tags

Privacy Tags - Pages with Unapproved Tags

EDGE

Audits with Triggered Alerts

40f 8

TRIGGERED ALERTS IN MOST RECENT RUNS

ALERT RULE LOGIC IN MOST RECENT RUN

JavaScript File Changes - File Size Changes 2 0

Pages - Average Page Load Time > 3 sec

Privacy Cookies - Pages with Unapproved Cookies > 0
Privacy Cookies - Unapproved Cookies > 1

Privacy Cookies - Unapproved Cookies > 1

Privacy Tags - Pages with Unapproved Tags = 0
Privacy Tags - Pages with Unapproved Tags = 0
Privacy Tags - Pages with Unapproved Tags > 0

Privacy Tags - Pages with Unapproved Tags > 0
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Alguma pergunta?



Thank you.
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Thank You!
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Product Lookahead
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Cookie Reporting
Update

e Easily show/hide cookies set from '

2 Unique Origins: Pre-Audit Action, Page Load
: Initiator
v _gads something.net s B 3d Session  Lax No No 23 2

pre-audit actions o e gy

1st/3rd Party
Partition Key

DOMAIN  something.neet

Duration
15t/3rd PARTY 31 SAMESITE Lax
e New column to show origin of L
g Secure
INITATOR 5 CATEGORY TAG VENDOR SET METHOD ORIGIN
Origin
Coo ki e 4. Google Ads - Conversion Ads ertising - Google Server-Side HTTP Pre-Audit Action HttpOnly
) Avg Size (bytes)
4\, Google AdSense rertising somethings Google Server-Side HTTP Page Load

Present on # Pages

o Pre-Audit Action koo _ _

Page Load

ﬂ HTTP - Client-Side Application Page Load
o Page Load )

) Reset to Default

> _biggie smalls.net 1@ 1st 365d Lax No No 46  On-PageAction 150

o On-page Load

e Custom Column Selectors

Pages Scanned

PAGE URL 4 PAGE LOAD TIME (sec)  PAGE STATUS CODE  COUNT OF COOKIE TOTAL COOKIE SIZE (BYTES)

e Available on both Cookie

https://www.salesrabbit.com/ £ ) 134 7567

I nve nto ry a n d COO ki e p riva Cy http://www.salesrabbit.com 7.6 301 134 134




5N
Account Wide
Cookie Reporting

e Holistic view of all the cookies
encountered across your
account

e Consent Category Status

o Approved
o Unapproved
e How prevalent is this cookie?

e When was it first or last seen?

ObservePoint
EDGE

KIE NAME &
> s
>0 sicc
> _gid

View cookie details
™ handi_original_ref

> handl_landing_page
> handl_ip
> handl_ref

v handl_url_base

DATA SOURCE (Audit/journey/integration/!

<Source Name> @
<Source Name> ‘
<Source Name> (@)

CMP Import

> handl_url

> user_agent

COOKIE DOMAIN

jpstyle.us

jpstyle.us

jpstyle.us

observepoint.com

observepoint.com

jpstyle.us

qa.jpstyle.us

omtrdc.net

Upload))

GA1.1.151827927

GS51.1.168183904.

Adobe

Google

Adobe

Google

2

Google

Adobe
VENDOR

Google

2

Google

Google

Google

2

CMP

IRST SEEN

Aug 1, 2021 Aug 14, 2021

Aug 1, 2021 Aug 16, 2021

Jul 31,2021 Aug 1, 2021

Jul 24, 2021 Aug 24, 2021

Never found in OP audit

Aug 1, 2021 Aug 21, 2021

Jul 1, 2021 Jul 31, 2021

Jul 4, 2021 Jul 24, 2021

FIRST SEEN LAST SEEN

Aug 1, 2021 Aug 14, 2021
Aug 1,2021 Aug 16, 2021
Jul 4, 2021 Aug 1, 2021

Imnarted an nl 12 2021

Aug 1, 2021 Aug 14, 2021

Aug 1, 2021 Aug 16, 2021

PREVALENCE

98%

20%

12%

20%

20%

20%

20%
AGES

32 of 14,000

4 of 20,000

56 of 60

98

20
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Consent Categories &
OneTrust Importer

e What technologies are loading on my
set that set cookies?
e Are all cookies approved to be on the

site?

COOKIE DOMAIN

observepoint.com

observepoint.com

zoominfo.com

observepoint.com

observepoint.com

nhcarnrannint ram

STATUS 4

A Unapproved

A Unapproved

& Approved

& Approved

& Approved

@& Aooroved
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